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Intentional Security Threats

§ Malware
– Viruses 

– Worms 

– Trojans

– Spyware

§ Insider
– Disgruntled worker

– Bored or inquisitive operator

§ Hacker

§ Terrorist
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A typical Networking Infrastructure
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Difficulties and Problems

§ Massive inflow of vulnerabilities
– Time to exploitation is shrinking

– Increasing sophistication of attacks vs. automation of malware

§ Poorly designed software
– Poor engineering

– Poor usability

§ Minimal outflow
– Well-known vulnerabilities do not get fixed

§ Complexity of security management
– Complex set-up and administration

– Standard passwords and settings/profiles not changed

– Social security attacks

§ Operating systems (OS), routers, application monocultures
– Write once, attack everywhere
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Security is on almost everyone’s agenda

Source: 2005 CSI/FBI Computer Crime and 
Security Survey, Computer Security Institute
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Importance of Security Awareness Training
Percentage of Respondents Identifying as Important

Percentage of Respondents

2005: 694 Respondents

§ In a recent CSI/FBI study, 
87 percent of organizations 
surveyed reported that they 
conduct security audits.

§ “Vast majority” of these 
organizations view security 
training as important.

§ Most believe that their companies 
don’t make security enough of a 
priority.
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Risk Determination

1 - Critical Assets without known vulnerabilities and known threats
2 - Vulnerabilities without known threats and no harm to critical assets
3 - Threats without known vulnerabilities and no harm to critical assets
4 - Critical assets with known vulnerabilities, but no known threats
5 - Critical assets with known vulnerabilities and known threats
6 - Threats which require in depth knowledge to be exploited, but don’t harm critical assets
7 - Critical assets without vulnerabilities, but known threats 
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Defense in Depth
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On-going Defense in Depth

Plan
§ Policy and Standards Definition
§ Enterprise Architecture
§ Internet Architecture
§ Secure Solution Design
§ Process Design
§ Privacy Strategy and Implementation

Implement
§ Product Selection
§ Product Implementation
§ Vault Registry Services

Manage
§ Firewall Operations
§ Logfile Analysis
§ Intrusion Detection
§ Disaster Recovery
§ Compliance
§ Change Management

Assess
§ Health-Check
§ Ethical Hacking
§ Security Policy
§ Networking Assessment

ü Site
ü Process 
ü Application
ü System 
ü Network
ü Internet

Self-assessments
Internal Audits
External Audits

Understand Risks
Identify Assets

Set Requirements for Data and Assets
Identify Owners

Select Technology
Set Management Process

Educate Users
Operate Secure Infrastructure

Set Procedures to minimize Risks
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Supporting Technology - Penetration Tools

SSA Director-SystemSSA Director-System

DBMSDBMS
ApacheApache

DirectorDirector

SSA Communicator-System

CommunicatorCommunicator

SSA Agent-System

nmapnmap
nessusnessus

IBM NSAIBM NSA
exploitsexploits

......

AgentAgent

Administrator

Skarab@eus Security Analyzer for automated
penetration-tests of simple and complex networks

More Information on the subject is available at http://www.ciproc.de
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Supporting Technology - Customized Vulnerability Management System

More Information on the subject is available at http://www.ciproc.de

Asset and Inventory
Management Database

Vulnerability Database

System Administrator
responsible for the
Change Management Process

Asset and Inventory DataSecurity Advisories

Incident Information

System updates

Inventory u
pdate
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Security Themes

§ Governance

§ Privacy

§ Threat mitigation

§ Transaction and data integrity

§ Identity and access management

§ Application security

§ Physical security

§ Personnel security
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IBM Enterprise Security Model

Security principles:
Value statements that the 
business requires for the 
delivery of security (including 
trust model, asset profile) 

Security processes:
Activities typically performed 
across multiple organizations 
to implement company 
policies and standards

Security procedures:
Specific operational steps 
that individuals must take 
to achieve goals, which are 
often stated in policies

Security policy:
The security rules that 
must be followed (including risk 
management, threat/risk analysis) 

Security architecture:
Details how all the technologies fit 
together (including trust model, 
asset profile) 

Security products:
Specific products and tools offered by 
the security organization

Security standards: 
Set of rules for implementation policy; 
standards make specific mention of 
technologies, methodologies, implementation 
procedures and other details factors
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Trusted Virtual Domains
D

M
Z

 
M

ac
h

in
e

e.
g

. W
eb

se
rv

er

D
M

Z
 

M
ac

h
in

e
e.

g
. W

eb
se

rv
er

In
tr

an
et

F
ile

S
er

ve
r

In
tr

an
et

F
ile

S
er

ve
r

In
tr

an
et

O
u

t 
o

f 
O

ff
ic

e
D

at
ab

as
e 

S
er

ve
r

In
tr

an
et

O
u

t 
o

f 
O

ff
ic

e
D

at
ab

as
e 

S
er

ve
r

O
u

te
r

In
te

rn
et

FW

O
u

te
r

In
te

rn
et

FW

In
tr

an
et

FW
In

tr
an

et
FW

H
ig

h
 S

ec
u

ri
ty

 
F

ir
ew

al
l

H
ig

h
 S

ec
u

ri
ty

 
F

ir
ew

al
l

H
ig

h
 S

ec
u

ri
ty

H
R

 D
at

ab
as

e
H

ig
h

 S
ec

u
ri

ty
H

R
 D

at
ab

as
e

H
ig

h
 S

ec
u

ri
ty

C
V

S
 S

er
ve

r
H

ig
h

 S
ec

u
ri

ty
C

V
S

 S
er

ve
r

E
th

er
ne

t
In

te
rf

ac
e

E
th

er
ne

t
In

te
rf

ac
e

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

E
th

er
ne

t
In

te
rf

ac
e

E
th

er
ne

t
In

te
rf

ac
e

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

V
irt

ua
l

E
th

er
ne

t
V

irt
ua

l
E

th
er

ne
t

Internet

Intranet

2 High Security
Networks

Internet

DMZ

Intranet

Two high secured
networks

Virtual

Machines

Network Adapter
Virtual

Security zones 
(VLAN or VPN)

Virtual

Physical Machines

Physical Networks



16

Critical Infrastructure Protection

Security in an HPC-environment |       |    Peter Streibelt © 2006 Skarab@eus

Multi-Level Secure LAN

Secure Hypervisor
Logical LAN 1

Logical LAN 2

Security policy enforced at time of resource binding

Guest Kernel

A
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A
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A
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A

pplication

A
pplication

A
pplication

Guest Kernel

A
pplication

A
pplication

A
pplication

Guest Kernel

A
pplication

A
pplication

A
pplication

Guest Kernel
A

pplication

A
pplication

A
pplication

Guest Kernel

A
pplication

A
pplication

A
pplication



17

Critical Infrastructure Protection

Security in an HPC-environment |       |    Peter Streibelt © 2006 Skarab@eus

Secure Hypervisor Architecture

Virtual Hosts
(strong containment
& information flow

guarantees)

Virtualization & 
Enforcement

Secure Services

Trusted Platform Module
(root of trust)

Platform Hardware TPM

Hypervisor with Security Architecture
(potential for higher assurance)

Secure
Service

Secure
Service

SELinux
(medium assurance)

Linux
(low assurance)

A
pplication

A
pplication

A
pplication

A
pplication

Virtual
TPMs

System
Manager
Monitor

e.g., AV, IDS

Secure
I/O

Security
Policy
Server

A
pplication

A
pplication

A
pplication

A
pplication
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Integrity Measurement Architecture

Hardware

Secure Hypervisor

Guest Kernel Guest Kernel

A
pplication

A
pplication

A
pplication

A
pplication

A
pplication

A
pplication

Core Root of Trust

IMA-enabled OS IMA-enabled OS

A
pplication

A
pplication

IM
A

-enabled A
pplication

A
pplication

IM
A

-enabled A
pplication

IM
A

-enabled A
pplication Measure H/W, 

hypervisor, and critical 
services

Virtual 
TPMs

Policy 
Manager

Support current IMA via 
vTPMs

(flexible, scalable)

ACM
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Multi-Level Security vs. Trusted Virtual Domains

§ Multi-Level Security
– “Fixed” classification of data and systems

– Focus on basic security

– Inflexible, not scaleable and expensive from today’s perspective

§ Trusted Virtual Domains
– Virtualized logical zones

– Content-based security

– Policy enablement

– Separation of high and medium assurance
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sHype/Xen Implementation
§ Flexible Framework

- supports multiple policies

§ Access Control Module
- may vary, depending on policy 

requirements

§ Hypervisor Security Hooks
ü mediate all inter-virtual 

machine communication
ü interact with ACM for  

access decision

§ Implemented for Xen, PHYP, 
rHype in various stages

§ Availability: Xen 3.0 (Open-Source, 
GNU Public License)http://www.xensource.com/products/download

Hypervisor 
security
callbacks

Access
Control
Module

Hardware

Secure Hypervisor                                  

S
ecure 

S
ervices

Guest Kernel Guest Kernel

A
pplication

A
pplication

A
pplication

A
pplication

A
pplication P

olicy 
M

anager

ACM

A
pplication
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Questions???
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